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3 ABSTRACT

The project ‘Climate smart, ecosystem-enhancing and knowledge-based rural expertise and training centers’
(Ruralities) delivers an ecosystem-enhancing and climate action driven expertise and learning framework
organized in hubs e.g., the ‘Ruralities, comprising a series of innovative methodologies with the learner at its
core, supported by a comprehensive network of living labs, and a blockchain-based digital platform combining
the Internet and wireless technologies, to assist engage, connect and empower actors. This is done via a multi-
point approach e.g., multi-actors, multi-disciplines, multi-systems, multi multi-sectors, and multilevel.

Ruralities is rooted in the recruitment, preparation, training and co
tasks (e.g., trainers, facilitators, role models, hub coordinators, e
the matrix and the platform upon which the learning framew
proposes to ideate, implement, futureproof, validate and
centers via real-scale practicing in 6 simplified rural soci
in Italy, 1 in the United- Kingdom (UK), 1 in Sloveni
identified actions of local, regional authorities in su
where rural innovators are not yet engaged in a releva

1.000+ facilitators for a variety of
a significant role in creating
s and evolves. Ruralities
expertise and learning
. demonstrators, 2
pain and 1 in Roma ities coordinates
ural innoyation in regions omic sectors

Ruralities coordinates identified SIMSES n i ovation solutions whilst establishing
innovative multipoint ‘Ruralities Hubs' i i ral innovation. This is done via
coordinating action for the managing autho i i ing regional and national policy

instruments in Italy, the UK, Slovenia, Spain an
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5 INTRODUCTION

5.1 Executive summary

The Data Management Plan (DMP) main goal is to cover the data management processes of Ruralities, ensuring
an alignment with Horizon Europe FAIR data principles (data must be findable, accessible, interoperable and
reusable). The DMP is a living document which will be rereleased three times along the project, updated with
the periodic evaluation and assessment and adding level of detail a larity when processes for data
collection are progressing.

age data collection, access
ith optimized re-use and
erated by the project
Il as to interested

The current version D1.1 provides the necessary tools and
limitations, storage, and publication by following an openly acce
interoperability. The DMP, in this way, guides the organizati
to be useful to other research projects related to rural
stakeholders.

ata and kno
ment and innova

5.2 Document structure

This deliverable is structured following the me on FAIR Data Management

including the following information:
e Section 5. Introduction.e xecutive Summary.

e Section 6. Data

e Section 7. D ATA chara

inventory

ics including DMP Review Process & data

amework, including additional local legislations related to

Section 11. Co
At the end of the document some es are provided:

e Annex 1 provides the already created tools for data collection with the purpose of elaborating this
deliverable.

e Annex 2 describes the Informed Consent Form that will used to request rights to use personal
information, during the execution of activities with external stakeholders.

e Annex 3 includes the Privacy Policy for Ruralities official web page.

e Annex 4 contains the Data subject request form, that should be used to submit a request to access
or correct information about individuals (“Personal Data").

Funded by
the European Union
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6 DATA SUMMARY

This section will be dedicated to describe the types of data that will be managed in the Project, how the data
collection process will be carried out, and how it relates to the project objectives.

Therefore, in Section 6.1 a classification of the data to be collected in the scope of the Project will be proposed.
Section 6.2 will indicate the purpose of data collection, indicating an overview of the characteristics of data
required and generated in each task.

6.1 Types of data
Various types of data will be collected in the scope of the

e Personal Data: "any information relatin
identifiable natural person is one who
reference to an identifier such as name, an
or to one of more factors specific to the physic
or social identity of that natural pe

, genetic, mental, economic, cultural,

ical, genetic, longitudinal, follow-up

mited to numerical scores, textual
oyed by or otherwise linked to a stakeholder
uant to the project. Also contact person of
e saved in databases.

nd of data can also be made in a deliberative process as
e respective partner/ WP leader after the issue is discussed
ess, the Coordinator may consult the legal advisors and data
reach with the relevant partner/ WP leader and the Coordinator,
taken to the Project Board for a decision.

management officers. If a
or if deemed necessary, the isst

All updated versions of this deliverable will be shared with and communicated to the Consortium via the SaaS

platform and email.

6.2 Purpose of data collection and relation to the objectives of the project

In this project data will be collected to achieve the following objectives:

1. To develop structures with interlinks, based on the following instruments:

Funded by
the European Union
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a. SIMSES
b. Pilots
c. Etc

2. To acquire insights into food system trends and related R&I policy frameworks, best practices (showcases)
and future R& breakthroughs;

3. To execute effective and targeted communication and dissemination activities adapted to different
stakeholders, as well as develop a plan for continued communication beyond the project, thereby maximizing
the outreach and impact of Ruralities outputs and policy recommendati

4. To carry out scientific studies that yield reports and publicati
scientific literature with the experiences and findings of the pr

is important to contribute to the
ination and Communication
at will be produced within
the project. The publication plan is a living document tha by all partners and its
further analysis can generate new ideas and approache included in future
data collection

tool.

Ruralities related

Role and description of your
organisation's involvement
Other partners Is the activity part of | (e.g. organiser, facilitator,
Ne- of ()| vonad Ruraiities? interviewer, speaker,
discussant, author,

participant, etc)

munication Reporting plan designed by P3-CETRI

While the focus of the i f P is mainly on data collected, the next version will also report on
d non-sensitive data that can be made publicly available in open
data repositories and registe

Considering the description of task 1 deliverables presented in the Grant Agreement, the consortium plans
to collect and generate various data sets in the form of publications and other deliverables. A table is specified
in DMP to reflect the current status of each task publication plan.

Funded by
the European Union
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Table 1. Overview of the characteristics of data to be collected in RURALITIES

Title

Generate the
project road map,
management
action plan and
coordinate the
project

Generate the data
management plan

Organize the
project
transnational
meetings
Manage
Knowledge and
intellectual
property rights
Generate "Ruralities
impact action plan"

Create the work

programme  topic
and destination
monitoring

framework

Responsible

P1 - PEDAL

P6-UPM

P1 - PEDAL

P3 - Cetri

P12 - Equip

P12 - Equip

Funded by

Outputs (month,

type, diss. level)

D1.6 (M1, Other,
SEN)

D1.1 (M6, DMP, PU).

D12 (M6, R, PU),
D14 (M36, DMP,
PU), D15 (M60,
DMP, PU)

D22

the European Union

Dataset Description &
Collection methods
Minutes from meetings with
project partners; minutes and
reports from workshops; using
Google forms; spreadsheet via

consortium

Characteristics of data to be
collected. GDPR
Google forms;
Saas platform

legislation.

information,
utilizing Miro (software) and
google docs (software) as
information containers.

Data utility

During the implementation pha
management and coordinati
of data comes up fr
progress monitori

the project, data will be collected from
ore specifically, the collection/ generation
unication, Quality Assurance processes,

s a basis for understan
data sto

GDPR legislation
xchange among co

in the project lifecycle.
to get insights about barriers and challenges for

e follow-up of each project transnational

ge management frameworks and a strategy for capacity building
owledge transfer. Structure the project’s KIPER framework. Curation of
intellectual property. Knowledge management.

The purpose is to provide a guiding star for each WP in relation to creating early impact
and to establish a reflective practice about improving impact monitoring and
assessment. Set up indicators and monitor to guide the activities in the work packages

The purpose is to provide a guiding star for each WP in relation to creating early impact
and to establish a reflective practice about improving impact monitoring and
assessment. Set up indicators and monitor to guide the activities in the work packages

Type of data & data
format
Captured
written

photographs,
insights, reports
presenting outcomes and
progress of activities, and
participant lists. (.csv, .docx,
Xlsx, .pdf, .ppt, jpeg and
png)
Survey data per country

representative and  task
leader. xlsx, pdf.
Captured photographs,

reports and participant lists.
(.csv, .docx, xlsx, .pdf, .ppt,
Jjpeg and .png)
Xlsx, pdf,
reports.

interviews,

Interviews, surveys, written
text in Miro and Google
docs formats.

Interviews, surveys, written
text in Miro and Google
docs formats.
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2.3

2.4

3.1

3.2

33

34

4.1

42

Title

Citizen
project monitoring
instrument

sensing

Implement  multi-
layered outcomes
impacts integr. and
evaluation

Ruralities Ethics

appraisal scheme

Framework for
human

participation ethics
Framework for
personal data
collection and
process

Framework for

environment ethics,
health and safety

Create the strategy,

identity specific
synergies  action
plan.

Implement CODES

and continuously

augment the
project overall
visibility

D

Ruralities

Responsible Outputs (month, Dataset Description & Data utility

type, diss. level) Collection methods

P7 - IRI D2.3,D2.7 Some form of text files Co-create the Citizen Sensing monitoring framework supported by a mobile app
collected  through  Google
forms

P6 - UPM D2.4, D2.5, D2.6 Development status via Google = Elaborate the overall implem ap, propose guidance, equip teams and
forms, and  spreadsheets. document planning ts, meetings, report the progress and
Online surveys to represent performance, gath , results and KPls.
showcases.

P9-UNIZG D3.1 Minutes, notes of meetings. rural areas
Surveys, using Google forms, d external
spreadsheet, SIMSES' d the evolution of in and policy
meetings, desk research. making. . Score the performance of EU food systems.

P1 - PEDAL D3.2,D3.3 General Data A detailed co the process, what is collected, how is
Regulation (GDPR ions surrounding the use of the information
(EV) 2016/679);

P49 - [ISAC D3.2, D33 Data  Protectio asis for understanding requirements of

be addressed in the rural

alogue of good practices to inspire project partners and external

P9-UNIZG areas
participants. Investigate and understand the evolution of innovation and policy
aking. Monitor skill developments. Score the performance of EU food systems.

P3- CETRI Collection of partner information, logo, images, videos for the website and use in social

onferences, = media accounts.

webinars. = Use it to plan the Communication and Dissemination strategy and raise awareness of
the project.
P3 - CETRI D4.4, D4.10, D4.11, analytics from the = The purpose is to monitor the impact of the project to the general public and to various
D4.12, D4.14, D4.15  project's website. Social media = target groups. Furthermore, to show the EC that the project has reached its KPI's and
analytics (LinkedIn, Facebook, that it has created a great impression.
Twitter and Instagram).
Funded by

the European Union
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Type of data & data
format
Word files and Excel files

Google forms and
spreadsheets. Office 365
formats.

Word files, Excel files, PDF,
SQL databases,

csv, .docx, Xxlsx, .pdf, .ppt,
Jpeg and .png files.

Survey data per country

representative and  task

leader. xIsx, pdf.

Word files, Excel files, PDF,
SQL databases,

Word files, pdf, excel files,
video files. Google forms,
Spreadsheets in google
docs.

Data analytics, excel files,
word files
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43

44

5.1

5.2

53

54

6.1

D

Title

Gamify  Ruralities,
recruit and equip

role  model and
"replicators"
Generate and
implement
exploitation of
results mechanisms
Engage,  connect
and empower the
actors  of  the
SIMSES

Cooperate with EU
projects, EC and UN
services

Characterise the
SIMSES  (specific)
and national rural
landscape (general)

Characterise  the
pan-European and
pan African Union
rural landscape

System
methodology

thinking

Ruralities

Responsible Outputs (month, Dataset Description & Data utility

type, diss. level) Collection methods

P14 - ASPI D4.2, D4.3, D4.7 Office 365 programs (word, Recruit/equip “role models” and ‘“replicators”, create a game platform for
presentation, excel, etc) to dissemination purposes. Starting April, we will begin to digitalize the social simulation
record collected data. Some game (meeting notes, presentation el for charting, etc.).
video and audio files may also
be needed.

P9 - UNIZG D4.6, D4.13, Minutes, notes of meetings. Identify in the rural areas
Surveys, using Google forms, ject partners and external
spreadsheet, SIMSES' vation and policy
meetings, desk research. tems.

P7 - IRI D5.1,D5.3, D5.4 Some form of text files odological
collected  through  Google ts such as a Memorandum of Understanding
forms.

P9 - UNIZG D5.2, D5.5, D5.6 Minutes, notes of in the rural areas

inspire project partners and external
a and the evolution of innovation and policy
developments. Score the performance of EU food systems.

P13-MUNI D5.6 ical and conceptual framework for SIMSES characterization.

aracterize the SIMSES landscape and its territorial idiosyncrasies via the
aforementioned values chains: demography, ecosystems, biodiversity, configurations,
rategies, dynamics and value distribution, interdependencies, resilience and beyond,
rural-urban flows, etc.

P8 - PART yreadsheet, = Organize a structured research programme to typify the cross-sectoral and territorial
rural innovation landscape. Characterize obstacles to sustainable pathways in
identified economic sectors. Benchmark survey and examination of successful use-
cases. Gather insight from all policies spheres. Identify challenges to be addressed in

the rural areas. Define criteria and requirements for T5.4.

ine surveys,
of showcases,

Records and

Documents.

P7 - IRI D6.1 Text files collected through = Create a system thinking methodological framework for data gathering and defining
Google forms as well as some  relationships between relevant variables
image files such as diagrams

Funded by

the European Union
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Type of data & data
format
Microsoft Office 365 -
Word, Excel, PDF,

Databases, Audio/video.

Word files, Excel files, PDF,
SQL databases,

Word files and Excel files

Word files, Excel files, PDF,
SQL databases,

Word files, Excel files, PDF.

Word files, Excel files, PDF,
Audio/Video files (MP3,
MP4)

Word files, Excel files, PNG,
JPG, JPEG, Adobe files.
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6.2

6.3

6.4

71

72

73

7.4

8.1

Title

Establish the
"Ruralities Co-Labs"
living labs network

Create the "Citizen
Rural Sensing" CS
monitoring
framework
FAST-TRACT
Innovation
Management
programme

Characterise
expertise
establish actionable

and

resources
Identify
structure

and

innovation projects
Practice counselling
/ guidance to
selected initiatives
Establish Ruralities
expertise center

Establish multi-
actors onsite and
online learning
settings

D

Ruralities

Responsible Outputs (month,
type, diss. level)

D6.4, D6.2

Dataset Description &
Collection methods
P9-UNIZG Minutes, notes of meetings.
Surveys, using Google forms,
spreadsheet, SIMSES'

meetings, desk research.
P7 - IRI D6.5

text files

Google

Some form of
collected  through
forms.
P8 - PART D6.3, D6.6, D6.7 Minutes, notes, spreadsheet,
desk research, online surveys,
selection of showcases,
Interviews,
Documents.

P9-UNIZG D7.2,D7.4

P7 - IRI

P7

P9-UNIZG meetings.
s00gle forms,
SIMSES'

meetings, desk research.

P14 - ASPI D8.1, D8.2 Office 365 programs to record
collected data. Probably video
and audio files.

Funded by

the European Union
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Data utility

Identify addressed in the rural

Create a catalogue of good practices to inspire project partners and external

challenges to be areas

participants. Investigate and und
making. Monitor skill develop

d the evolution of innovation and policy
e performance of EU food systems.

Create the 'Citizen Rur. cience monitoring framework supported by

and build

identified and assessed n re effective
esses with all actors of the SIMSES. Generate
ion Services' (RURIIS). Establish the ‘Ruralities First

in the rural areas

Practice counselling and guidance to selected initiatives

Identify the
Create a catalogue of good practices to inspire project partners and external

challenges to be addressed in rural areas
participants. Investigate and understand the evolution of innovation and policy
making. Monitor skill developments. Score the performance of EU food systems.

Push training centers, onsite and online learning catalogues. (Audio, Video, Microsoft

365)

Type of data & data
format
Word files, Excel files, PDF,
SQL databases,

Word files, Excel files and
files related to the app
development.

Word files, Excel files, PDF,
PPT, Audio/Video
(MP3, MP4)

files

Word files, Excel files, PDF,
SQL databases,

Word, Excel and PDF files

Word, Excel and PDF files

Word files, Excel files, PDF,
SQL databases,

Microsoft Office 365 -
Word, PDF,
Databases, Audio/video.

Excel,
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Tasks Title Responsible Outputs (month, Dataset Description & Data utility Type of data & data
type, diss. level) Collection methods format

82 Generate P14 - ASPI D8.3, D8.4 Office 365 programs to record = Compiling drafted curriculum programme/handbook (Images and Microsoft 365) Microsoft Office 365 -
structured learning collected data. Probably video Word, Excel, PDF,
pathways and audio files. Databases, Audio/video.

83 Generate the = P7-IRI D8.5 Office 365 programs to record = Establish training centers + digi atform (See 8.1). Generating the Ruralities = Microsoft Office 365 -
learning pathways collected data. Probably video = scalability plan and a poli pendium for deployment Word, Excel, PDF,
integration and and audio files. Databases, Audio/video.
deployment
programme

8.4 Establish Ruralities = P7- IRI D8.6 Some form of text files ) e RURALITIES interdisciplinary training ce Word, Excel and PDF files
training centres collected through  Google

forms

Funded by

the European Union
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7 FAIR DATA

Data generated in the project, especially research data should be 'FAIR', that is findable, accessible,
interoperable, and re-usable. These principles precede implementation choices and do not necessarily suggest
any specific technology, standard, or implementation-solution.

7.1 Making data findable, including provisions f

According to the Ruralities Grant Agreement (Article 17), Meta data must be open under a
Creative Common Public Domain Dedication (CC 0) or equi t legitimate interests or

constraints are safeguarded), in line with the FAIR princi tionable) and provide
information at least about the following: datasets (descri ue and embargo);
Horizon Europe funding; grant project name, acrony t identifiers for
the dataset, the authors involved in the action, and, grant. Where
applicable, the metadata must include persistent identifi ations and otherresearch outputs
All open data, publication and open-source s ies will be identifiable and findable by
means of persistent Uniform Resource Lo ed that there is support from the

For final data sets, and with € ing ently available, beyond the duration of the
project, the Data Mar

assign a DOl automa g to Zenodo's DOI versioning support.

Whether scientific publications assigned a unique identifier like DOI, Publisher Item Identifier (PIl),
International Standard Serial Number (ISSN), etc. depends on the open access strategy (green or gold) chosen
by the editors and thus also on the respective scientific publisher and the chosen research repository.

" https://zenodo.org/
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7.2 Making data accessible

7.2.1 Repository

For data sets that include those that are in work in progress, collaborative, and those that belong directly to
official outputs (deliverables) of the project tasks, three means of publishing this information are established:
Ruralities SaaS Platform, Data Repository, and Official Website:

e Ruralities SaaS Platform: It is the official data repository o
allows you to create persistent links for the informatio
working documentation (draft deliverables), stakeh
working versions of publications.

e Ruralities Data Repository: A repository based o
of WP5, will allow partners to start using th
more orderly manner, including metadata
Ruralities Data repository will be used fo
permanent URIs that can exceed the ed in external
repositories.

es, based on Google Drive, and
ies SaaS Platform will be used for
rtner contact information, and

d within the framework
in this repository in a
tial visualization.

These three repositories are well-known repo can be trusted. Appropriate
arrangements have been explore A is.a permission-based access system,
as can be seen in Section 10 D ' 2 uralities Data Repository, a Privacy

tion, the consortium makes mechanisms available to
\ciples, using the Zenodo platform, which will assign a DOI

7.2.2 Data

The majority of the data will be open-source formats. If the data requires a specific software or service
that must be developed to process'and decode the information within the dataset, it may be resealed under
an open source license (EUPL, Apache, MIT, BSD-3 are suitable options) and made accessible at the end of the
project by a GitHub repository, and linked into the same dataset(s) with a specific DOI, so it can be open to
reuse in order to process, analyze and decode the datasets. Nevertheless, the license for open data will be
selected from the list of licenses conformant with the principles of the Open Definition3.

Data access is provided through interfaces based on globally adopted standards. For geospatial or domain
specific data, this could be e.g. the OGC Web Feature Service for feature data, OGC Web Coverage Service for
coverage data, OGC Web Map Service for maps, or the OGC Sensor Observation Service for sensor data. For

2 https://www.ruralities-project.eu/
3 http://opendefinition.org/licenses
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most data access requirements, a standard already exists. For data offline viewing, tools for interpreting,
processing and editing of data files downloaded from the data repository, heavily depend on the type and
format of the data. Documentation of (open source) software needed to access the data will be compiled and
developed by Ruralities partners and included in the appropriate deliverables.

7.2.2.1 Data restrictions

Some datasets generated by SIMSES might be stored in databases which are not available through the Open
Data portals. Once the use case specification and requirements have b ompleted this data may also be
needed for the processing and visualization in Ruralities domain. Ho is data — in its raw format — may
not be made available to external stakeholders for further use du sing and/or privacy issues. In that
case, the data management plan will not cover these datasets.

In case of Commercial Exploitation of a dataset, a registratio terested in such datasets

will be implemented. This includes the opportunity, to di epending on type of
the inquirer or planned re-usage (e. g. dataset is free ions for scientific
work, but with a charge in case of commercial re- request of a
dataset, a time limited download link will be provide i ether with the

terms of usage and invoicing procedure. The requisitio ented in the metadata, which are

available free of charge in any case, in the ca

7.2.3 Metadata

According to the Grant Agreement
a Creative Common Public D
constraints are safeguardeg
information at least abou
Horizon Europe or Eurato
identifiers for the d -
grant. Where app
research outp

deposited data must be open under
) the extent legitimate interests or
particular machine-actionable) and provide
ate of deposit, author(s), venue and embargo);
m and number; licensing terms; persistent
d, if possible, for their organizations and the
nt identifiers for related publications and other

Metadata ma
expose publicatio
OpenAlIRE infrastructu

DpenAlRE Guidelines*, which helps repository managers
ata via the OAI-PMH protocol in order to integrate with

The default metadata repos asets and publications is Zenodo (http://www.zenodo.org). Zenodo
is an EC-co-funded, multidiscip >sitory, for publications and data. A DOI is automatically assigned to
all Zenodo files, which can be uploaded in any file format. Zenodo allows researchers to deposit both
publications and research data, while providing means to link them. Data is stored in the CERN cloud
infrastructure, which guarantees that metadata will remain available, even if other domains are no longer
available. Zenodo is compliant with the open data requirements of Horizon Europe, the EU Research and
Innovation funding programme and OpenAlIRE. Furthermore, a Ruralities project page (community) has been
set up® for easy upload of project datasets y scientific publications. Figure 2 shows the created Ruralities

Community in Zenodo.

4 https://quidelines.openaire.eu/en/latest/
> https://zenodo.org/communities/ruralities/
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RURALITIES - Climate smart, ecosystem-enhancing and knowledge-
based rural expertise and training centres

| Search RURALITIES - Climate smart, ecosystem-enhancing and knowledge-based rural expertise and training cen | Q |

Community

‘ More |

expertise and training

Figure 2. RURALITIES C in Zenodo

7.2.4 Managing scientific publications

There are two possibilities when we want to address access t
gold open access journals (see Section 7.4 f her clarificatio

publication: publishing in green or in

In case of green open access, Zenodo will b 0 uthors can perform the self-
archiving function. For authors who already ha i ir own institutions, they may
use them instead of Zenodo, but.itawill be recom e 2. the Community page under Zenodo

for publishing metadata poi Umentation. This also allows other
repositories to be used for as social networks or ResearchGate, which
offer more limited funct tory. For finding suitable green open access
publishers, researchers are e 6 an online resource that aggregates and

In case of go er's modalities for open access (e.g. embargo periods) must
allow the rese gations. Furthermore, authors should choose a publisher
whose reposito , and can record a DOI for each indexed item (see sections

and issue a DOI (se 2. inding suitable gold open access publishers, researchers are
Access Journals’ (https://doaj.org/), an extensive index of diverse

open access journals that use e quality control system.

7.3 Making data interoperable

Data can be made available in many different formats implementing different information models. The great
variety of possibilities for implementing these information models yields enormous heterogeneity that makes
interoperability of data and models difficult. The combination of standard interfaces, as well as communication
protocols and data exchange models, allow us seamless integration between different platforms, projects and
experimentation sites.

6 https://v2.sherpa.ac.uk/romeo/
7 https://doaj.org/
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Later versions of this document will identify more types of data and the vocabularies, standards, formats or
methodologies to be reused. For now, we have identified two types of data, very relevant according to the
information in Table 1: Geographic information, and Agri-Food domain.

Geographical information

Considering the geographical information exchanged, the metadata vocabularies standards will be used
(Dublin Core, ISO 19115 and ISO 19139) and compliance with the following regulations will be verified:

e Regulation (EU) No. 1089/2010 of the Commission of Nov.
2007/2/EC of the European Parliament and of the Cou
the sets and spatial data services

e Regulation (EU) N° 1205/2008 of the Commission o

3, 2010 applying Directive
regard to the interoperability of

by which Directive
regard to metadata
e Regulation (EU) N° 976/2009 of the Commissi Directive

ta is executed

In relation to the agri-food domain, the participants in Rurali inspired by the good practices offered
articular, the Demeter Agricultural
ng the following data domains:

o ation data, farm input data,

, soil maps, vegetation indices,

eed/direction, solar radiation, pressure, etc.)
ption, emissions, exhaust gas, NOy-

Financial fa
e Farmer informa

DEMETER, therefore, connect
and FOODIE (Farm Oriented Ope
available to stakeholders.

a systems such as FIWARE AgriFood, SAREF4AGRI, ADAPT, INSPIRE
In Europe), AGROVOC and Earth Observation data and make them

Although in Ruralities no progress will be made in the provision of semantic information and in the field of
linked data, the inclusion of qualified references to other data (from Ruralities and from previous research) will
be sought.

7.4 Increase data re-use (through clarifying licenses)

According to the Grant Agreement (1.2.10 FAIR data management), experimental data is collected in laboratory
record books that will be stored (or digitalized) once finished. They constitute a proof of ownership in case of
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conflict and a permanent record of the work done, including experimental details and operating procedures.
Entries are sufficiently detailed so that someone else could replicate the procedure. Lab books include raw data
or reference to the digital location. Lab records are the basis of scientific publications, which are also published
in an open access basis, making accessible the methodologies used that will enable data verification and reuse.

With regards to the scientific support of collection of experiment data, experiments can directly insert records
in a database. This database can also store digitalized record books.

Databases containing experiment information will be structured to store the following data:

1. Types of data/outputs. The project activities collect, deliver,
private forms of data (surveys, events, materials reviews, e
2. Findability of data/output, based on proper data prote
via the Lean Drive Commons (SaaS platform), project web
practice, forum, etc.), and linked to the European
open formats and software, open globally-s

reuse a vast series of public and

These protocols are available
platforms (community of
ed by well-known and

positories such o, DataHub®, and

EUDat'.

3. Accessibility of data/outputs, all scientific censed using
standard reuse licenses) except very specific o intellectual property or privacy
(GDPR), ethical matters in some cases;

4. Interoperability of data/ outputs, the jé i ndards for metadata and community
agreed schemas, controlled vocab « logies where possible;

5. Reusability of data/ outputs, see (2);
data reuse will be provided in the for
definitions. Depending on.the licensing,
even after the end of

6. Curation and storag

oject shall be useable by third parties,

According to the EC recom
grant adequate license
opting whenever g

are encouraged to retain their copyright and

blic
i ion about the types of publication allowed,

info

Green open acce

Green open access or sé
archived by the researcher
journal must grant the researche
months after publication.

at the published article or the final peer-reviewed manuscript is
repository, in most cases after its publication in the journal. The
ission to self-archive the final peer-reviewed article, at the latest, 12

Gold open access (open access publishing)

Gold open access means that the publication is available by the scientific publisher as open access. Some
journals require an author-processing fee for publishing open access. Author-publishing fees for gold open

8 https://eosc-portal.eu/
9 https://datahub.io/
0 https://eudat.eu/open-access
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access journals can be reimbursed within the project period and budget. Some publishers allow the researcher
to deposit a copy of the article in a repository, sometimes with an embargo period.

&
§
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8 ALLOCATION OF RESOURCES

Making data available according to the FAIR principle incurs costs. However, at this early stage it is not possible
to provide a reasonable estimate on any additional costs, which -might result from:

e Fees associated with the publication of scientific articles in Gold Open Standards journals
e Web Site and Service Operations

e Data Archiving

e Copyright Licensing

e Data storage solutions in Ruralities repositories

e This section will be updated once reliable figures are av

nefit of future activities.

We already consider that costs related to research data/out as part of the Horizon

The management of data in Ruralities is carried ou isioni and systems
(such as GDrive, CKAN or Zenodo) that provide the req g, security and

owners. The coordinator will take the lead tablishi s and monitoring the utilization of
available infrastructure.

file storage and communicatig
owns the repository, but d
different data manageme
of practices will be defined
DMP.

or a smoother operation. The owners of the
KAN), Zenodo community, and communities
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9 DATA SECURITY

Related to data security in the Project repositories, we highlight the access permission system defined for
Ruralities:

e Ruralities SaaS Platform (called Lean Drive Commons, LeanDC, in the GA): All documents have two
types of access, configurable in each case. Open access allows any holder of the permanent link to
access the data. Access by invitation requires an email fro uest, and access is only allowed
with the credentials of the invited user (using in this cas ogle credentials system). When a
file is shared with an individual or group, the owner ca at they can do with it: (A) Viewer:
They can view but can't change or share the file Commenter: They can make
comments and suggestions but can't change or, sh hers, (C) Editor: They can

sharing in Ruralities SaaS are extracted fro
e Ruralities Data Repository: The authorizati
authorization system'?, which controls
site. For example, the authorization syste

s and organizations. In addition to
sitory can also enable the dataset

collaborators feature, which n. This provides more granular
control over who can access a 0 an organization, or allows
authorization setups not based o wing users with appropriate

datasets, regardless of what

Ruralities platform is based on a
a content management system (CMS) that
We have the administrator user, who can

Related to data storage a ion. llowing guidelines will be followed in order to ensure the security
of the data:

e Store data in at least two separate locations to avoid loss of data;

e Encrypt data if it is deemed necessary by the participating researchers;

e Limit the use of USB flash drives.

e Label files in a systematically structured way in order to ensure the coherence of the final dataset.

All project deliverables and data will be stored and shared in the SaaS platform (Google Drive repository)
restricted to the project consortium. As an initial step, only the Consortium Partners will have access to the
cloud storage where dataset and metadata are filed. Following, scientific publications and articles, the dataset

" University of Michigan: Best Practices for Sharing in Google Drive. Available at:
https://documentation.its.umich.edu/google-drive-sharing
2 CKAN's Authorization: https://docs.ckan.org/en/2.9/maintaining/authorization.html
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deliverables and the final demonstrator research results will be shared through Zenodo and other database to
promote the data making FAIR.

For the case studies involving the collection of private information through mobile applications or surveys,
such as the location of the users during the experiments, the test users will be asked for written authorization
for the collection of the anonymized data and the use will be explained to them. To provide this authorization
the “Informed Consent Form” of Annex 2 will be used. To avoid suspicions of inappropriate use of anonymized
information, such as techniques for determining the "digital footprint" (traceable digital activities, actions,
contributions and communications), the technique of periodic change of identifiers will be used for large
collections, through which users will gradually adopting different digi tities that make the use of this
type of technique impractical.

Finally, related to data retention and destruction, GDPR data ret uire any personal data that is

collected or processed to be kept only for as long as data are re he purpose for which the
information was collected, although there are exceptions — ifi istori for example. Partners
and third parties have the right to submit a data subje he GDPR, with the

purpose to access or correct their own information. A subject request

form.

From a technical point of view, and for the management vate information, servers associated
with the data management points of con i ata that, for greater security, will be
encrypted using the 256-bit AES algorithm: n nce the data is no longer required

to achieve the purpose which the informatio
used to securely erase the contents of the hard
extra costs associated with applyin

3 https://www.netsec.news/gdpr-data-retention/
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10 ETHICAL AND LEGAL FRAMEWORK

The project has a WP dedicated to Ethics: “measures to ensure an ethical framework”, which defines the
following outcomes:

e D3.1 - Ruralities Ethics Appraisal Scheme

e D3.2-Report on the framework for human participation animal ethics, environment, health and safety,
initial version

e D3.3-Report on the framework for human participation ani
updated version

, environment, health and safety,

roject development and
rinciples, gathered in

WP-3 has the objective of generating a comprehensive frame
results abides the ethical framework of the Horizon Europ
the 'Ruralities Ethics Appraisal Scheme’. WP-3 consider

P Ethic features:

1) Human (H, requirement 1);
2) Protection of Personal Data (POPD, requireme
3) Animal welfare (framework for animal ethics);
4) Third Countries (well represented in.the consortium);
5) Environment, health, and safety.

onjunction with the project
al framework for safeguarding
of experimental animals (European

Ethical issues will be addressed by Ruralities
Advisory Board. Focus will be put on the complia
human (European Union Directi
Union Directive 2010/63/EU

Proposed solutions in Rura

onstrator activities) to be performed in the scope of the project.
t to their individual ethical authority (Work package leader or
o identify ethical issues that may arise or have arisen. The PMO wiill
ort back to work package leader as to the necessary recommendations.

Therefore, each individua
assigned individual) on a qua
then action this item for review and

The task that defined ethics quality assurance and control measures (e.g., a set of training to the partners,
guidelines and data collection and monitoring methods on the specific related issues identified in Ruralities) is
the T3.1 — 'Ruralities Ethics Appraisal Scheme'. This task also defines and communicates the ethical dimension
integration into WP measures to assess potential additional issues during the progress of the project.

4 European Union Directive 2010/63/EU https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex%3A32010L0063
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10.1 Additional Local Legislation of countries involved within Ruralities

In this subsection we provide a study of the main national legislations of the countries participating in Ruralities,
both in Europe and in the African continent.

In general, for all national legislations, personal data is defined as any information that relates to an identified
or identifiable natural person. National laws provide data subjects with a number of rights, including the right
to access their personal data, the right to rectify or erase their personal data, and the right to object to the
processing of their personal data.

Also, national laws also impose certain obligations on data controller,
to obtain the data subject's consent for the processing of their
appropriate technical and organizational measures to protect
competent authority and data subjects in case of a personal

ocessors, including the obligation
ta, the obligation to implement
the obligation to notify the
The national laws of the participating countries are liste
Belgium

The Act of 30 July 2018 on the Protection of Natural Pers
('the Act)'™ applies to the processing of person

to the Processing of Personal Data
the activities of an establishment of a

amended) (only available in Dutch here) (‘the DPA i essor, the Privacy Commission,
on 25 May 2018. The Act grants thority ('‘Belgian DPA'") the right to

The most relevant tion is the Act No. 001-2021/AN of 30 March
2021 (available in

The 2021 A cy of individuals, including by broadening its geographical
scope to offs cessing operations from Burkina Faso (irrespective of
whether they use g), by supervising transborder transfers, and by providing a more
comprehensive right ( : dition, the 2021 Act reinforces security requirements with the

rd country, to enter into a contract with the data recipient that
includes a return of data cla pt the data, and introduces the principle of data localization, with

the obligation to host health data
Cote d’lvoire

Cote D'lvoire law regarding personal data protection is N°2013-450 from 19 June 2013, “Relative a la Protection
des Données a Caractere Personnel”'”

This reference text provides important principles in the processing of personal data. There are provisions in
this law with which companies and data controllers must comply, examining their systems and their processes

5 https://www.dataprotectionauthority.be/publications/act-of-30-july-2018.pdf
6 https://www.dataguidance.com/jurisdiction/burkina-faso
7 http://www.ilo.org/dyn/natlex/docs/ELECTRONIC/104182/126984/F366961585/CIV-104182.pdf
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for processing the personal data of their customers or prospects in order to ensure their compliance with the
law.

The Ivorian law relating to the protection of personal data provides in its article 39 that “the processing of
personal data is confidential. It is carried out exclusively by persons who act under the authority of the
controller and only on his instructions. The data controller (the employer) is required to take every precaution
with regard to the data, in particular to ensure their security, and to prevent them from being deformed,
damaged, or from third parties having access to them.

The data controller must determine and implement the "technical and izational" measures necessary to

ensure the confidentiality of employees' personal data in order to av
Croatia

Croatia is regulated by
9) ('GDPR') an ral Data Protection
n'8) (‘the Act"), which presents a new
ost provisions and rules rotection are
which prescribe specific rules for

From 25 May 2018, the overall concept of personal data pr
the General Data Protection Regulation (Regulation (EU
Regulation Implementation Act 2018 (available only i
and stronger mechanism for personal data protecti
found in the GDPR and the Act, there are other nation
data processing and use.

tection guidance. In addition, the
clarifications on specific data
ata Protection Board ('EDPB')

The Personal Data Protection Agency (‘AZ
AZOP has published numerous additional
processing issues and provided useful links to
(all available on the AZOP's official website in Cr:

Cyprus

for the Protection of Natural Persons with
ent of such Data of 2018 (Law 125(1)/2018).
lic, On 31 July 2018.

In Cyprus the law suppl
regard to the Processing of
This law was published:i

rtain provisions of the Regulation (EE) 2016/679 of
April 2016 on the protection of natural persons with regard
ovement of such data, and repealing Directive 95/46/EC
ial English translation of the Law can be found?'.

e law 125(1)/2018, the Processing of Personal Data (Protection of

Individuals) Law of 2001 (Lav

Democratic Republic of the Congo

'8 https://narodne-novine.nn.hr/clanci/sluzbeni/2018 05 42 805.html

9 https://azop.hr/national-legislation/

20 https://azop.hr,
2Thttps://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/2B53605103DCE4A4C2258263003
62211
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The Democratic Republic of the Congo (DRC) currently does not have a specific data protection law that is
solely focused on the protection of personal data. However, several laws and regulations in the country provide
some level of protection for the privacy and personal data of its citizens.

The DRC Constitution®? guarantees the right to privacy, and the protection of personal data is also addressed
in various laws, such as the Law on Telecommunications, the Law on Electronic Transactions, and the Law on
Personal Data.

The Law on Telecommunications (Law No.20/017)% regulates the processi
telecommunications, while the Law on Electronic Transactions addresse
context of electronic transactions. The Law on Personal Data, whic
protection of personal data, including the right to access and recti

of personal data in the context of
otection of personal data in the
acted in 1999, provides for the
| information.

Furthermore, the DRC has ratified the African Union Conve curity and Personal Data
Protection, which is a regional legal framework for the prot frica.

Overall, while the DRC does not have a specific data her laws provide
some level of protection for the privacy and perso its citi . eed for more
comprehensive legislation to address the growing im ion i ital world.

Denmark
The most relevant law in Denmark in relatio

(GDPR), came into effect on May 25, 2018, st
of personal data within the European Union, inc

eral Data Protection Regulation
ramework for the protection

In addition to the GDPR, Denp
(Lov om behandling af persc
a national level. The Da
authorities in Denmark.

, the Danish Data Protection Act
lements the GDPR's requirements at
s the processing of personal data by public

In addition to the Denmark has also implemented the ePrivacy
Directive into n Personal Data in Electronic Communications (Lov
om behandli e kommunikationsnet og -tjenester)?®, which regulates the

use of cookies 1 : solicited electronic marketing.

Egypt

otection of Personal Data (the "Data Protection Law") issued under
in Arabic?®) (the "Resolution") on July 13, 2020.

Egypt recently introduced
Resolution No. 151 of 2020 (o

The Data Protection Law reflects the European General Data Protection Regulation (Regulation (EU) 2016/679)
('GDPR'), as it aims to establish various standards and rules that safeguard the rights of individuals in Egypt
regarding their personal data. Prior to the introduction of the Data Protection Law, data protection was only
governed through various legislations in Egypt, such as the Constitution of the Arab Republic of Egypt (the

22 https://wipolex.wipo.int/en/text/492212

23 https://legalrdc.com/2020/11/25/10i-n-20-017-du-25-novembre-2020-relative-aux-telecommunications-
et-aux-technologies-de-linformation-et-de-la-communication/

% https://www.datatilsynet.dk/media/7753/danish-data-protection-act.pdf

2> https://w2l.dk/file/377959/engelsk-vejledning-cookiebekendtgorelse.pdf

26 https://www.dataguidance.com/sites/default/files/egypt data protection law.pdf
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"Constitution'), the Penal Code No. 58 of 1937 (the "Penal Code;) and the Law No. 175 of 2018 on Anti-Cyber
and Information Technology Crimes (only available in Arabic?’) (the "Cybersecurity Law"). With the passing of
the Data Protection Law, all of Egypt's rules and regulations about data protection and privacy are now in one
place.

In addition to the Personal Data Protection Law, Egypt has also implemented the ePrivacy Directive into
national law through the Electronic Signature Law, which regulates the use of electronic signatures, and the
Law on Regulating the Use of Information Networks and Information Technology, which sets out rules for the
protection of personal data in electronic communications.

Ghana

The most relevant law in Ghana in relation to data protection is ion Act?, which was enacted
in 2012. The law provides a legal framework for the protection Ghana and applies to all
data controllers and processors who process personal dat ther they are based in
Ghana or not.

In addition to the Data Protection Act, Ghana has i i national law
through the Electronic Communications Act, which r i ication and the
protection of personal data during electronic communicat

Hungary

The national regulation in Hungary is the Act mational Self-Determination

and on Freedom of Information. This act is also a

to ensure that the data controllers
transparency in public affairs through the
interest and data public on grounds of public

The object of this Act is to defi
respect the private sphere
enforcement of rights toa
interest.

The act defines pe
number, as we
social identit

sical, physiological, mental, economic, cultural or
1e data concerning the data subject.”

The scope of thi :
the data of natural pe public interest and data public on grounds of public interest.

Italy

Italy adopted the Italian Personal rotection Code (the Code)*° with an amendment to comply to General
Data Protection Regulation (Regulation (EU) 2016/679) (‘GDPR'). The Code manages data subjects' complaints,
provides specific data protection measures for data controllers and processors and adopts guidelines to assist
organizations’ compliance with personal data protection laws.

27 https://www.dataguidance.com/sites/default/files/175-2018.pdf

28 https://www.dataguidance.com/sites/default/files/data protection act 2012 act 843.pdf

29 https://www.venice.coe.int/webforms/documents/default.aspx?pdffile=CDL-REF(2012)021-e
30 https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9740796
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Decree was published in the Italian Official Gazette on 4 September 2018 (coming into effect on 19 September
2018)*" and repealed those sections of the Code — stemming from the implementation of the previous Data
Protection Directive (Directive 95/46/EC) — which were directly conflicting with the GDPR. Furthermore, the
Decree introduced a number of new provisions as a consequence of the GDPR.

Kenya

To give effect to Article 31(c) and (d) of the Constitution, the Kenyan parliament stablishes the Data Protection
Act® in 2019. This Act stablishes the Office of the Data Protection Commissioner; to make provision for the
regulation of the processing of personal data; to provide for the rights ubjects and obligations of data
controllers and processors; and for connected purposes.

ensure that the processing of
to protect the privacy of
ta; and (e) to provide
is not in accordance

The purpose of this Act is (a) to regulate the processing of pers
personal data of a data subject is guided by the principles s
individuals; (d) to establish the legal and institutional mec
data subjects with rights and remedies to protect their p
with this Act.

to protect
data from proces

Malawi

The most relevant law in Malawi in relation
Act (ETCA), which was enacted in 2016. Th
data in Malawi and applies to all data co

ata protection
ovides a leg

tronic Transactions and Cybersecurity
rk for the protection of personal
ess personal data in Malawi,

In addition to the ETCA, Malawi
Communications Act, which r.
during electronic communi

ive into national law through the
and the protection of personal data

Mauritania

The main law in |
data (sur la
normative a
services and pro
Technologies.

-020, 22 July 2017 of the protection of personal
el®). The purpose of this law is to put in place a
sing of personal data, with a view to guaranteeing better
ely to be caused using Information and Communication

Apart from this law, the i met on Wednesday, December 15, 2021, adopted the following
two draft decrees®*:

e Draft decree relating to the retention of electronic data and filtering. Defines certain procedures
related to the retention of data, the conditions of judicial requisitions and administrative requests
for access to data from service providers, as well as the filtering and identification obligations of
the authorities concerned by the granting of access licenses and authorizations and the blocking
or deletion of illegal content, according to a specific mechanism.

31 https://www.gazzettaufficiale.it/eli/id/2018/09/04/18G00129/sg

32 https://www.odpc.go.ke/download/kenya-gazette-data-protection-act-2019/

33 https://www.ilo.org/dyn/natlex/docs/ELECTRONIC/112890/141188/F-1939462947/MRT-112890.pdf
34 https://ami.mr/fr/Depeche-61831.html/
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e Draft decree relating to the composition, organization and functioning of the personal data
protection authority. Establish a personal data protection authority responsible for ensuring that
the processing of personal data takes place in Mauritania while determining the composition of
this authority and the procedures for appointing its members.

Morocco

In Morocco, personal data protection is governed by Law n° 09-08 of 18 February 2009 (in French®), relating
to the protection of individuals with respect to the processing of personal data and by its Implementation
Decree n° 2-09-165 of 21 May 2009 (in French3®).

The law was initially enacted to encourage foreign investment, i
processing activities related to European residents’ personal da
the offshoring and outsourcing market due to its proximity.to
telecommunication infrastructure and multilingual workfor,

e offshoring and outsourcing of
indeed, an important player in
as well as its competitive

Mozambique

Mozambique does not have a specific law that is sole
Constitution®”, as well as several other laws and regulati
personal data of its citizens.

rotection. However, the country's
me protection for the privacy and

The Mozambican Constitution guarantees t i ection of personal data is also
addressed in various laws, such as the Civil Cod

The Civil Code includes provision
right to access and rectify per
personal data in the conte
protection of informatio

uding the right to privacy and the
3 ons Law regulates the processing of
Cybersecurity Law sets out measures for the

e protectic

ention on Cyber Security and Personal Data

Furthermore, Moza
i ion of personal data in Africa.

Protection, whic

Nigeria

Nigerian Data Protection R
Development Agency (‘'NITDA').

19 (NDPR) issued by the National Information Technology

The NDPR makes provision for the rights of data subjects, the obligations of data controllers and data
processors, transfer of data to a foreign territory amongst others. In particular, the objective of the regulation
is as follows:

3 http://www.cndp.ma/images/lois/Loi-09-08-Fr.pdf

36 http://www.cndp.ma/images/lois/Decret-2-09-165-Fr.pdf

37 https://constitutions.unwomen.org/en/countries/africa/mozambique

38 https://www.dataguidance.com/sites/default/files/electronic transactions law.pdf

39 https://www.dataguidance.com/sites/default/files/nigeriadataprotectionregulation11.pdf
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a) to safeguard the rights of natural persons to data privacy; b) to foster safe conduct for transactions involving
the exchange of Personal Data; c) to prevent manipulation of Personal Data; and d) to ensure that Nigerian
businesses remain competitive in international trade through the safe-guards afforded by a just and equitable
legal regulatory framework on data protection and which is in tune with best practice.

Romania

In Romania the authority for data protection is the National Supervisory Authority for the Processing of
Personal Data®. It works as an autonomous central public authority withigeneral competence in the field of
personal data protection, representing the guarantor of respect for th ental rights to private life and
the protection of personal data, established especially by art. 7 and Charter of Fundamental Rights of
the European Union, art. 16 of the Treaty on the Functioning ean Union and of art. 8 of the
European Convention for the Protection of Human Rights and

The laws that are the fundament for general data pro i i ides the EU 2016/679
Regulation:

- LAW no. 190 of July 18, 2018 regarding im i lation of the
European Parliament and of the Council of Ap natural persons
as in processing of personal data and regarding of these dates and the repealing of
Directive 95/46/EC (General Regulati

Rwanda

The Law No. 058/2021 of i : ion of Personal Data and Privacy (‘the Data
Protection Law')*" was i October 2021. The law provides a legal framework
for the protectior all data controllers and processors who process

In addition to . ta, Rwanda has also implemented the ePrivacy Directive
into national law t 09/08/2018 relating to the Protection of Persons using
Electronic Communica This law regulates the use of electronic communication and the

protection of personal d communication.

Senegal

The principal data protection legislation is Law no. 2008-12 dated 25 January 2008 relating to the protection
of personal data (Data Protection Act) (“DPA")*, decree no. 2008-721 dated 30 June 2008 relating to the
application of the DPA, and Law no. 2016-29 dated 8 November 2016 modifying the penal code. The DPA and
its application decree provide the conditions relating to data processing, the rights of Data Subjects and the
obligations of Data Controllers.

40 https://www.dataprotection.ro/
41 https://www.dataguidance.com/sites/default/files/rw-government-gazette-dated-2021-10-15-no-

special.pdf
42 https://www.wipo.int/wipolex/en/legislation/details/6229
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The DPA creates the Senegalese Data Protection Authority (Commission de Protection des Données
Personnelles) (“CDP") Law no. 2016-29 dated 8 November 2016 modifying the penal code, which provides
criminal offences relating to data processing and the applicable sanctions.

Serbia
The most relevant law in Serbia in relation to data protection is the Law on Personal Data Protection (Zakon o

zastiti podataka o li¢nosti)** which was adopted on 21 November 2018 and became effective on 21 August
2019. The Law on Personal Data Protection is in line with the EU General Data Protection Regulation (GDPR).

Electronic Document, Electronic
the use of electronic signatures,
rsonal data in the context of

In addition to the Law on Personal Data Protection, Serbia also has
Identification and Trusted Services in Electronic Commerce, whic
and a Law on Electronic Communications, which regulates the
electronic communications.

Slovakia

The main data protection regulation in Slovakia is th

In addition to the GDPR, the Act also impleme
(Directive (EU) 2016/680).

Slovenia

The Slovenian Personal s the right to the protection of personal data,
obligations, principles, entitle t ensure constitutional compliance, legality
and justification of i rsonal data, data self-determination or other
fundamental rig

ZVOP-2 ma - S ta and the rules on the free flow of personal data for the
implementatio 3 ‘ ropean Parliament and of the Council of 27 April 2016
on the protectio i i ing of personal data and on the free flow of such data and on

the repeal of Directiv c Data Protection Regulation), and other issues of personal data
processing and protectio

Spain

The Organic Law 3/2018, of December 5, on the Protection of Personal Data and guarantee of digital rights
(LOPD-GDD)“¢ is an organic law approved by the Cortes Generales of Spain whose objective is to adapt Spanish
internal law to the Regulation General of Data Protection. This organic law repeals the previous Organic Law

43 https://www.poverenik.rs/images/stories/dokumentacija-
nova/zakoni/ZZPLnovembar2018/ZZPLnovembar2018.doc

44 https://dataprotection.gov.sk/uoou/en/content/national-legislation

4> http://www.pisrs.si/Pis.web/pregledPredpisa?id=ZAKO7959#

46 https://www.hacienda.gob.es/es-ES/EI%20Ministerio/Paginas/DPD/Normativa PD.aspx
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15/1999 on the Protection of Personal Data, which was based on article 18 of the Spanish Constitution on the
right to family and personal privacy and the secrecy of communications.

Organic Law 3/2018 has been prepared in accordance with the General Data Protection Regulation (RGPD). In
addition to these laws. Subsequently, laws have appeared that complement the law in force, such as Organic
Law 7/2021, on the protection of personal data processed for the purposes of prevention, detection,
investigation and prosecution of criminal offenses and execution of criminal sanctions, and Law 2/2023,
regulating the protection of people who report on regulatory violations and the fight against corruption.

Sudan

Sudan currently does not have a specific data protection law that is
data. However, the country has some legal provisions that
regulations.

sed on the protection of personal
tection in various laws and

The Sudanese Constitution*’ recognizes the right to pri i al information, and
this right is also affirmed in other laws such as the Pe Act.

The Electronic Transactions Act, enacted in 2014, pr
transactions, including provisions on the protection of p on, the confidentiality of electronic
messages, and the use of electronic signatures.

The Penal Code also includes provisions rela
criminalizing the unauthorized access, intercep

In addition, Sudan has ratified th i i ¢ ecurity and Personal Data Protection,
which is a regional legal fram

Tanzania

ion is the Data Protection Act, 2019. The act was
nt of Tanzania into DPA law“®. provides for matters
the principles guiding and conditions for collection and

The most relevar

In addition to the Data i ia has also implemented the ePrivacy Directive into national law
( unications Act, 2010 which regulates the use of electronic

communication and the protec onal data during electronic communication.

Togo

The most relevant law in Togo in relation to data protection is the Personal Data Protection Act*®, which was
enacted in 2019. The law provides a legal framework for the protection of personal data in Togo and applies
to all data controllers and processors who process personal data in Togo, regardless of whether they are based
in Togo or not.

47 https.//www.constituteproject.org/constitution/Sudan 2019.pdf?lang=en
“8https://www.dlapiperdataprotection.com/index.html?t=law&c=TZ#:~:text=0n%2027%20November%20202
2%2C%20the,and%20processing%200f%20personal%20data

49 https://jo.gouv.ta/sites/default/files/JO/JOS 29 10 2019-64E%20ANNEE-N%C2%B026%20TER.pdf#page=1
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In addition to the Personal Data Protection Act, Togo has also implemented the ePrivacy Directive into national
law through the Electronic Communications Act, which regulates the use of electronic communication and the
protection of personal data during electronic communication.

Tunisia

The most relevant law in Tunisia in relation to data protection is the Organic Law on the Protection of Personal
Data (OLPPD)*°, which was enacted in 2019. The law provides a legal framework for the protection of personal
data in Tunisia and applies to all data controllers and processors who.process personal data in Tunisia,
regardless of whether they are based in Tunisia or not.

In addition to the OLPPD, Tunisia has also implemented the ePriv,
Telecommunications Act, which regulates the use of electronic
data during electronic communication.

ive into national law through the
nd the protection of personal

Turkey

rsonal Data Law (Kisisel
on 7 April 2016.
tection Regulation (GDPR) and the

d to Automatic Processing of Personal

The most relevant law in Turkey in relation to dat
Verilerin Korunmasi Kanunu)®'!, which was adopted on
The Personal Data Protection Law is based on the EU
Council of Europe Convention for the Protect
Data.

In addition to the Personal Data Protection the ePrivacy Directive into
national law through the Law on the Regulation 1 tronik Ticaretin Diizenlenmesi
Hakkinda Kanun)??, which regul e jies, as well as unsolicited electronic
marketing.

Uganda

The most relevant |z
object of this Bil
and processing
obligations ¢
information; anad

Data Protection and Privacy Bill*3, from 2015. The
d of personal data by regulating the collection
ight of the persons whose data is collected and the
a controllers, to regulate the use or disclosure of personal

The Bill seeks to give e
and recognizing the rights

he Constitution by providing for the principles of data protection
whom personal information is collected.

United Kingdom

The Data Protection Act 2018 is the UK's implementation of the General Data Protection Regulation (GDPR),
which have been granted EU adequacy. The provisions of the EU GDPR have been incorporated directly into
UK law as the UK GDPR. In practice, there is little change to the core data protection principles, rights and
obligations. GDPR recitals add depth and help to explain the binding articles. Recitals continue to have the

50 http://www.inpdp.nat.tn/ressources/loi 2004.pdf

>1 https://www.kvkk.gov.tr/Icerik/6649/Personal-Data-Protection-Law

2 https://www.cailliau-colakel.av.tr/tr/new-legislation-on-the-regulation-of-electronic-commerce-3/
3 https://www.parliament.go.ug/cmis/views/929¢2b83-72d9-41a4-a901-8edfab1ea464%25253B1.0
> https://www.gov.uk/data-protection
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same status as before — they are not legally binding; they are useful for understanding the meaning of the
articles.

Everyone responsible for using personal data has to follow strict rules called ‘data protection principles'. They
must make sure the information is:

- used fairly, lawfully and transparently

- used for specified, explicit purposes

- used in a way that is adequate, relevant and limited to only what i

- accurate and, where necessary, kept up to date

- kept for no longer than is necessary

- handled in a way that ensures appropriate security, .
unauthorized processing, access, loss, destruction or d

necessary

rotection against unlawful or

Zambia

The most relevant law in Zambia in relation to data pr i i 3 of 2021. This
law was assented the 23 of March, 2021, and en owing day. It
provides a legal framework for the protection of perso ctive system for
the use and protection of personal data; regulate the co ransmission, storage and otherwise
processing of personal data; establish the Offi ion Commissioner and provide for its

functions; the registration of data controlle
controllers and data processors; provide for
with, or incidental to, the foregoing.

rovide for matters connected

In addition to the Data Protectic Privacy Directive into national law
through the Electronic Comn . law regulates the use of electronic
communication and the pr. ; ¢ ronic communication.

% https://www.dataguidance.com/sites/default/files/act no. 3 the data protection act 2021 0.pdf
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11 CONCLUSIONS

This document describes the main principles and guidelines for the Data Management for the Ruralities project,
in line with Horizon Europe open data requirements and FAIR (Findable, Accessible, Interoperable and
Reusable) principles. FAIR policy, in that sense, defines comprehensible procedures and responsibilities to
embed data management activities in the complete project lifecycle.

In addition, the main contributions of this deliverable are the overvie
collected in Ruralities, considering all tasks, and the security and legal
a study of local legislations of countries involved in Ruralities, to d
have similarities to the European GDPR definitions.

he characteristics of data to be
rk, which is complemented with
if the local data protection policies

As living document, the DMP will be updated throughout
Management Plan will include the up-to-date version of
Repository, and Official Website, among others.

r updating of the Data
: SaaS Platform, Data
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ANNEX 1 DATA COLLECTION TEMPLATES

We include here the two templates to collect information from task leaders about the tasks they lead. Figure 3
shows the template for collecting the characteristics of data to be collected in Ruralities, which have allowed
the results presented in Table 1 to be generated.

Expected data in Ruralities (for M6 DMP
deliverable). For task leaders.

If you are a task keades, please, fill this form with your vision and the information you have
are leading.

Flease complete the form for agch tack that vou laad. Even if the task starts in the
this form as many times as the tasks you lead.

The form is related to the data that is going to be used and/or collected at t
many questions of doubts you need.

* Required

1. Partner (name, acronym of number) *

2. Which task are you leading? *

Please, describe what kind of ¢ 12 and how they would be

Please, describe the final p
Far example:

Identify challenges to be address
Define some criteria and requireme
Create a catalogue of good practices to
Investigate and understand the evolution o
Monitor gkill developments

Score the performance of EU food systems
Etc. (Please elaborate as much as possible)

& project partners and external participants
ovation and policy making activites

5. Data format *
Please, describe the type and/or format of data
For example: Word files, Excel files, PDF, SOL databases, Audio/Video files (MP3, MP4), etc.

Figure 3. Template for collection of data characteristics for each task
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Figure 4 shows the collection template of the additional Local Legislation of countries involved within Ruralities,
which have generated the results shown in Section 10.1.

Data protection in Ruralities project

Please, fill this form with the best of your knowledge. Do not hesitate to ask as many questions or doubits you
need.

/ Weuillez remplir ce formulaire au miedx de vos connaissances. N hésifez pas 4 poser autant de questions ou de
doutes qgue nécessaire.

* Reguired

1. Partner (name, acromnym of number) "
/ Partenaire {Nom, Scronyime ou numsara)

2. Inwhich country are you developing your research or
/ Dans qual pays daveloppez-vous vos racharches ou

3. Is there any national or international regulaticn i
research this.

gislation locale permettant aux citoyens
PO ou foute autre lod ou directive

regulation (official name, acromym entifier, short description, link, etc.)
/8% vous plait, si vous avez répondu "oui” & la guestion précedents, donnez-nous autant de details gue
pﬂﬁsﬂﬂaswmmghﬂmrfrmaﬁm acranymes ol identifiant, description courts, ken, &fc.)

For example, spanish ° 994
french W

Figure 4. Template for collection of local legislation of participating countries
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ANNEX 2 INFORMED CONSENT FORM

In this Annex we include the informed consent form defined in the RURALITIES scope that will be used by
partners to request rights to use personal information, and its management, during the execution of activities
with external stakeholders.

# Text in red color contains guidelines for adjusting this template and should be deleted.

content that is suitable to the
tain the consent.

# Text included in < > and/or highlighted with grey should be replac
context of each activity & project as well as to the organisation se

# Before using this template take the time to carefully read and i ds of the activity at hand
as well as to any relevant regulations and particularities ap organisation.
Specifically, this template has been developed for a data ivity i iews, however
you can easily adapt it to other common data processi anizing, etc.

Who we are:

We are < Insert Partner Name > and we are
by the European Union under the Horizon Eu
description on how RURALITIES handles pers
accompanies this Consent For

of RURALITIES, a project funded
ing programme. A detailed
project’s Privacy policy that

Project: RURALITIES - Clin
training centres (GA Nu

nd knowledge-based rural expertise and

Partner:
Organisation

Address: < Inse
Phone: < Insert Partne

E-mail: <Insert Partner Gene

Responsible persons:

# You may delete the line referring to the Data Protection Officer if your organisation does not have one.

# Role Name E-mail
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1 | RURALITIES Project <Insert name of project <Insert email of project manager>
Manager manager>

2 Interviewer <Insert name of interviewer> <Insert e-mail of interviewer>

3 Data Protection Officer <Insert name of DPO > <Insert e-mail of DPO >

What do we need from you?

# Please explain in a brief paragraph (4-5 lines) the activi

Example: We need you to participate in an interview
validate ...

# Please adapt the following text to accuratel
To effectively conduct this intervie ersonal data:
e Your contact detail

e Some basic demog

e Your prof 7 C ield of expertise);

We need your data to ¢ plan and carry out the aforementioned interview and to resolve
any ambiguities, questions at may arise after and as a result of the interview. We also need
to record your data to keep tra rview process. The project’s deliverables that will be derived by the
interview will not include your pe data or any other information that could identify you. Your personal
data will remain on our written notes (interview’s transcript) and/or the sound recording we will make during
the interview.

We will share your data with a few other RURALITIES project partners that are also involved in this task and will
participate in the drafting of the relevant deliverables. We are also obliged to grant access to your data to:

e EU officials such as our Project Officer for purposes related to project’s evaluation;

e EU agencies and other authorities for project’s auditing purposes.
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We would also be very happy if you gave us your consent to contact you in the future to ask you to participate
in other project’s activities (e.g., surveys, interviews, project events, RURALITIES Advisory Board, etc.) and also
to inform you about the project’s progress (e.g., by sending you a newsletter or similar messages).

How can you withdraw your consent?

You should know that you can withdraw your consent at any time by communicating either on the phone or
by email with the responsible persons listed in the previous page. With regards to the informational messages
ibe" or something similar included

and newsletters you can always opt out by simply clicking the link “Unsub
at the end of all the relevant messages.

I hereby give my consent to the processing of my personal d

(Please, tick the boxes below to confirm that you give us your cons
unticked mean that you do not consent to the relevant s

subject. Any boxes left

# | Consent Subject

Tick
box

1 | My participation in an interview tha
objective of the interview >

2 | My participation in future.

3 | Receiving newslette activities

Name of participant Date Signature
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ANNEX 3 PRIVACY POLICY

In this Annex we include the Privacy Policy elaborated for the web page, which will be adapted and included
in any interface requiring users to connect and introduced personal data.

Privacy & Cookies Policy

For RURALITIES website
1. Who we are

RURALITIES is a cross-national 5-year long Coordination an 01/10/2022- 30/09/2027),

The project delivers an ecosystem-enhancing and cli tion driven expertis ning framework
organized in hubs e.g., the 'RURALITIES’, comprisin of innovative methodolo
igital platform

combining the Internet and wireless technologies, to assi ct and empower actors.

Within the framework of RURALITIES proj i .ruralities-project.eu/ , one of our
main priorities is the privacy of our visito icy document contains types of
information that is collected and recorded by j se it. If you have additional
guestions or require more information about ou i not hesitate to contact us.

The partners of the RURALIT i ain types of personal data for the
purposes of the project. sonal data they collect and process during
their activities under the

Country

1 Slovakia

2 Romania

Cyprus
Asociacio .

4 Asturias Spain
Kemijski Institut Slovenia
Universidad Politecni Spain
Institut Za Razvoj | Inovacije - Iri Serbia
Particula Group Drustvo S Ogranicenom Odgovornosc u Za Istrazivanje .

8 . . . Croatia
Razvoj | Proizvodnju

9  Sveuciliste U Zagrebu Agronomski Fakultet Croatia

10 African Centre For Technology Studies Kenya
Centro De Investigacao E Transferencia De Tecnologia Para Desenvolvime nto .

11 o Mozambique
Comunitario

1 Europgan Society For Quality And Patient Safety In General Practice/family Denmark
Medicine

13 Mugla Sitki Kocman University Turkey
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30

31
32
33
34
35
36
37
38
39
40
41
42
43

45
46
47
48
49
50

Ruralities

Participant organisation name
Marin Biyoteknoloji Urunleri Ve GidaSanayi Ticaret Limited Sirketi
Université Libre de Bruxelles

Inagro, Provinciaal Extern Verzelfstandigd Agentschap In Privaatrechteli jke
Vorm Vzw

Arab Academy For Science, Technology And Maritime Transport

Regionalna razvojna agencija Posavje

Yxs Avalana S.r.l.
Universitatea Pentru Stiintele Vietii "lon lonescu De La Br
Asociatia Grupul De Actiune Locala Siret-Moldova
Sokoine University of Agriculture

Université de Nouakchott Al Aasriya

Institut Facultaire Des Sciencesagronomique Yangambi
Alternative Communautaire Pour Le Deve
Prototipi Limited

Almanar Voluntary Organization
Durable C.

Limited

Communication Pour Un Devel
Youths in Technology and Develo

Fundacion Ctic Centro Tecnologico
Tecnologias De La Informacion

University 0

Okmnomads.org
Magyar Agrar- Es Ele Egyetem
Ecole Nationale d’'Ingénie de Carthage
University Assane Seck of Ziguinchor
Confederation Paysanne Du Faso

University of Rwanda

Zambia Land Alliance

Evrosad Proizvodnja Trgovina Evetovanje D.O.O.
Turisticno Drustvo Senovo

Instituto D' Istruzione Superiore a. Cecchi

The Highlands And Islands Transport Partnership
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Country
Turkey

Belgium

Belgium

Egypt

Slovenia
Romania
Romania
Romania
Tanzania

Mauritania

Morocco
Malawi
Ghana
Hungary
Tunisia
Senegal
Burkina Faso
Rwanda
Zambia
Slovenia
Slovenia
Italy

UK
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Participant organisation name Country
51  Aspire-igen Group Limited UK
52  Conservation Education And Research Trust UK

For further information, we can be contacted at: info@ruralities-project.eu

2. How we collect personal data?

We collect personal data both directly and indirectly:

Directly. We obtain personal data directly from individuals in a v
the following cases:

ays, including but not limited to

e anindividual subscribes to our newsletter/s;
e an individual registers to attend meetings
events;

we establish cooperative relationships

nts we host an attendance at such

he European mission;
Y Us.
Indirectly. We obtain personal data indirec iety of sources, including:

e our research partners;
our networks and contacts;

ticles and internet searches;

implementation of our project. These data fall into

il address, street address, mobile phone number, land line

nization, field of expertise);
nationality);

knows or believes.

e that attend our events).

videos and photo
4. Basis of lawful processes
We process personal data on the following legal bases:

Legal obligations — for processing activities required for compliance both with applicable national and

European legislation as well as with the specific legal and regulatory framework of the Horizon Europe
Framework Programme for Research and Innovation of the European Union.

Consent —for processing activities such as organization of surveys and interviews, completing of questionnaires
and dissemination of project’s results.
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Contractual obligations — for processing activities such as reporting to the European Commission and
complying with project’s publicity obligations.

5. What we do with your personal data?
We process your personal data with the purpose of:

e Conducting research (e.g., interviews, surveys);

e Dissemination our project’s results to different types of stake

e Sending invitations and providing access to guests attendi

e Administering, maintaining, and ensuring the security
and websites;

e Processing online requests or queries, including re

e Complying with contractual, legal, and regulator;

vents and webinars;
formation systems, applications,

unications from individuals;

to:

e Data Protection Policies to guide
Written contracts with organizatio ur behalf;

ng lawyers, auditors, and insurers;

(e.g., MailChimp);

e Law enforcement o vernment and regulatory agencies or other third parties as required
by, and in accordance pplicable law or regulation;

e The European Commission according to our relevant contractual obligations.

RURALITIES project’s Privacy Policy does not apply to other advertisers or websites. Thus, we are advising you
to consult the respective Privacy Policies of these third-party ad servers for more detailed information. It may
include their practices and instructions about how to opt-out of certain options. You can choose to disable
cookies through your individual browser options. To know more detailed information about cookie
management with specific web browsers, it can be found at the browsers’ respective websites.

8. Do we transfer your personal data outside the European Economic Area?
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We do not own file servers located outside the European Economic Area (EEA). However, some partners may
use cloud and / or marketing services from reputable providers such as SharePoint, DropBox, MailChimp,
Google, etc, situated both inside and outside the EEA. We always check that such providers comply with the
relevant GDPR requirements before start using their services.

9. General Data Protection Regulation (GDPR)

We are a Data Controller of your information and will retain your personal information only for as long as it is
necessary for the purposes set out in this Privacy Policy. We will retain and.use your information to the extent
necessary to comply with our legal obligations, resolve disputes, and e ur policies. If you are a resident
of the European Economic Area (EEA), you have certain data protecti . If you wish to be informed what
Personal Information we hold about you and if you want it to be r our systems, please contact us.
In certain circumstances, you have the following data protectio

e The right to access, update or to delet
e The right of rectification

e The right to object

e The right of restriction

e The right to data portability

e The right to withdraw consent

10. Log files

RURALITIES project follows a standard procedu files. log visitors when they visit
websites. All hosting companies do.thi 0 alytics. The information collected by
log files include internet proto rvice Provider (ISP), date and time
stamp, referring/exit pages, S g 2 not linked to any information that is
1alysing trends, administering the site, tracking
users’ movement on the wek ormation.

You may co for each of the advertising partners of RURALITIES project.
Third-party ad ¢ es like cookies, JavaScript, or Web Beacons that are used
in their respective . 2ar on RURALITIES project, which are sent directly to users’

browser. They automa i ddress when this occurs. These technologies are used to measure
the effectiveness of thei i ‘ ns and/or to personalize the advertising content that you see on
websites that you visit. Note project has no access to or control over these cookies that are
used by third-party advertisers.

12. Children information

Another part of our priority is adding protection for children while using the internet. We encourage parents
and guardians to observe, participate in, and/or monitor and guide their online activity. RURALITIES project
does not knowingly collect any Personal Identifiable Information from children under the age of 13. If you think
that your child provided this kind of information on our website, we strongly encourage you to contact us
immediately and we will do our best efforts to promptly remove such information from our records.

13. Online Privacy Policy Only
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Our Privacy Policy applies only to our online activities and is valid for visitors to our website with regards to
the information that they shared and/or collect in RURALITIES project. This policy is not applicable to any
information collected offline or via channels other than this website.

14. Do we use cookies?

Our websites use cookies. Where cookies are used, a statement will be sent to your browser explaining the use
of cookies. To learn more, please refer to our cookie policy.

Cookies are small text files which are saved on your computer, mobile
to remember your actions and preferences (such as login, language
so you don't have to keep re-entering them whenever you com
delete cookies as you wish. If you do this, however, you may n
time you visit a site. For more information
visit: http://www.aboutcookies.org/

r tablet. They allow the website
e and other display preferences)
e site. You can control and/ or
djust your preferences every
cookies, please

We use tools like Google Analytics to better underst
us with important information to enable the site to

. This provides
inked to your

personal data. For more information on alytics, please
visit: http://code.google.com/apis/analytics/docs/concepts
The following cookies are necessary and ar
Cookie
Name .
expires after
is cookie is used to
bots. This is benéeficial .
_cf.bm ns and bots. This is beneficial 5 . .
make valid reports on the use
PR Cookie Consent plugin. The
cookielawinfo- i i the user consent for the cookies in 11 months
. . et by GDPR cookie consent to record the
cookielawinfo- 11 months

or the cookies in the category “Functional”.

bokie is set by GDPR Cookie Consent plugin. The
cookielawinfo-checkbox is used to store the user consent for the cookies 11 months
category “Necessary”.

Is cookie is set by GDPR Cookie Consent plugin. The
CookieLawInfoConsent cookie records the default button state of the 11 months
corresponding category along with the status of CCPA.

The cookie is set by the GDPR Cookie Consent plugin and
viewed_cookie_policy is used to store whether or not user has consented to the 11 months
use of cookies. It does not store any personal data.

The following cookies are for analytics and are optional:

Name Typical content Cookie expires after
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This cookie is set by Google Analytics. This cookie is used to store and count

. 2 years
pageviews.

_ga_*

_gat Used to throttle request rate 1 minute

_ga This cookie is set by Google Analytics. This cookie is used to distinguish users. 2 years

15. Consent

By using our website, you hereby consent to our Privacy Policy and agree to its terms.

2
§
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ANNEX 4 DATA SUBJECT REQUEST FORM

This Annex contains the Data subject request form, that is used to submit a data subject request under the
provisions of the European Union General Data Protection Regulation (GDPR).

# Text in red color contains guidelines for adjusting this template and should be deleted.

ontent that is suitable to the
tain the consent.

# Text included in < > and/or highlighted with grey should be replaced
context of each activity & project as well as to the organization seeki

# You may delete the data referring to the Data Pro have one.

Contact

<Insert name of responsible Project Mana (Data Protection Officer)

<Insert email of responsible Project Manager>

Data Subject Req

This form should be used to
General Data Protecti

he provisions of the European Union

Submitter De
Title:
Name:

Address:

Type of Request

Please select the type of request you are making:

O Consent Withdrawal
O Access request
O Rectification of personal data
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O Erasure of personal data

O Restriction of processing of personal data

O Personal data portability request

O Objection to processing of personal data

O Request regarding automated decision making and profi

Personal data involved

Request details

Request reason/justification

NAMI@: ... nen e e e enenen st e S

Signature: .

Date:

Once completed, this form should be submitted via e-mail to _ or posted

to:
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